User Self Service
End User Procedure

Purpose

Use this procedure to change your password, modify your name or E-mail address, or update emergency
notification information.

Trigger

Perform this procedure when you are needing to make updates to your personal information that is
displayed in NASA Enterprise Directory (NED)

Menu Path
Use the following menu path(s) to begin this transaction:

e https://idmax.nasa.goy

Helpful Hints

e The R/O/C column in the field description tables below indicates whether the field is a
process Requirement, Optional, or Conditional.

With Simplified Logon you will no longer need to enter your AUID (Agency User ID) and Password to
access IdMAX. If this feature has been disabled in your web brower then you will need to know the
following information:

o Your Agency User ID (AUID) and password
o Answers to the security questions used to setup your NASA Profile
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https://idmax.nasa.gov

User Self Service
End User Procedure

Procedure

1. Start the procedure using the IdIMAX URL: https://idmax.nasa.gov

IdMAX - Main Menu

Logged in as: Authorizer BRTest

NASA  |dMAX: Identity and Access Management Tools

| cocout | manveny | see |

Sun™ Microsystems, Inc.|

| oo | st e | | scoms e —

Welcome to IdMAX

The Identity K and Account (IdMAX) system is NASA's integrated and authoritative Identity,
Credential, and Access Management (ICAM) system that you can use to manage NASA identities and credentials,
request access to a NASA facility or system, or change your personal information.

What's new??

“ Identity Manag t

identity Framework 2.0
The first step in the ICAM processes is to create, modify, or terminate a NASA identity. Also,
use this item to request a guest user account or an invitational traveler. [Coming October 2010 - the new interface that will
lenhance the identity management processes at NASA,
& including Foreign National Management.
dential "
Cr M = IComing Soon

Once a NASA identity has been created, you can manage NASA credentials. Use this item to

ew features unavailable for the release of Identity
request or view a smartcard reissuance or renewal

[Framework 2.0 will be released in successive
Ipackages to continue to improve NASA identity
Imanagement processes.

@ Access M.

You can request or view your access to NASA's systems using the NASA Access - -
Management System (NAMS). Use this item to access the NAMS workflow. Pending Action Items

p Security Workbench
* User Self-Service

As an IdMAX user, you can update your personal information. Use this item to access the
User Self-Sevice tool to request changes to your NASA e-mail address, your directory
display name, and your contact information for NASA notifications.

Web Site Owner: Sharon Ing

Curator: IdMAX Project Team

ndmsidmdev01

Click the Self Service Self Service tab to access the User Service tool.

User Self Service is also accessible through the User Self-Service link located on the main
menu page.
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User Self Service
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IdMAX - Change Your Password

= IdMAX - Identity and Access Management Tools - Windows Internet Explorer Q@

ngv £ https: /fidmaxtest.ndc.nasa.gov/idm/user /dashboard/userSelfService. jsp v Q 5| X P~

w o ‘@I\MAX-Identltyaﬂd Access Management To... ‘7] - @ - [rPage v {iTools v

Logged in as: Emmi Yonekura

NAsA  IdMAX: Identity and Access Management Tools

| Locour | manwmeny | HeLe |

Sun™ Microsystems, Inc.

oo | e | e s | o]

& User Self-Service

User Self-Service
Change Your Password

Modify Directory Names and E-mail Addresses

Search for User

Update Answers to Authentication Questions

Update - Emergency Notification Information

Web Site Owner: Sharon Ing
Curator: Project Team
ndmsidmtest04a

3. Click the Change Your Password Change Your Password link to access Launchpad.

Access Launchpad
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User Self Service
End User Procedure

Access Launchpad - Windows Internet Explorer ’. G
° o @ "pn (mam et ek O s v s v \Om O e v B v x »o
e B Vew Fautm Tsh e

WS @ e Lanopes 20 @ Jrp-Oran-

Dt 0y NASA e Crofie
m 0t 5 oy AQeoky e 2 ’
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User Self Service
End User Procedure

IdMAX - Modify Directory Names and Email Addresses
EEX

£ IdMAX - Identity and Access Management Tools - Windows Internet Explorer
6@ v | € https:/fidmaxtest.ndc.nasa.gov/idm/user /dashboard/userSelfService. jsp v & | 4] x P~

| (M- B - @ - [Grrage v ook v

w o | @ 1dMaX - Identity and Access Management To...

Logged in as: Emmi Yonekura

Sun™ Microsystems, Inc.

NAsA  IdMAX: Identity and Access Management Tools
| Locout | manweny | vee |

IAceess sensewice\s.wonl

| vome | entty

& User Self-Service

User Self-Service
Change Your Password
Modify Directory Names and E-mail Addresses
Search for User

Update Answers to Authentication Questions
Update - Emergency Notification Information

Web Site Owner: Sharon Ing

ndmsidmtest04a

Curator: |dMAX Project Team

4. Click the Modify Directory Names and E-mail
Addresses Modify Directory Names and E-mail Addresses link to modify the identities Name
or E-mail address that is displayed in the NASA Enterprise Directory (NED).

The user or Identity Requestor will have access to make the necessary changes in the
Modify Directory Names and E-mail Addresses link.
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User Self Service
End User Procedure

IdMAX - Modify Directory Names and E-mail Addresses-Common Names
£ IdMAX - Identity and Access Management Tools - Windows Internet Explorer

@ (A4 £ https: /fidmaxtest.ndc.nasa.gov/idm/user fworkItemedit. jsp Vi 5 2 |X

ﬂ? e @IdMAX-ldentity and Access ManagementTo.” ] - @ - »Page v FTooks v

Logged in as: Jennifer-jane F. Ickes

NAsA  IdMAX: Identity and Access Management Tools

[“Cosour | wanwew | ee |

Sun™ Microsystems, Inc,

| Home | identity | Credent | Access Self Service | Support | Administration

Modify Directory Names and E-mail Addresses

Complete the Common Names, E-mail, Display Name and Personal Information.

PERSONAL
INFORMATION

COMMON

NamMEs | EMAL

NOMAD
DISPLAY
NAME

Preferred Common Name
This name may be used as the "display name" in other applications.

No value assigned

Common Names (maximum of eight (both and p g) I )
These are the common names currently associated with your account in NASA Enterprise Directory (NED), the online phone and
information directory. Other NASA workers can locate your contact information in NED by typing any of your common names.

[] Jennifer-Jane F Ickes
[] Jennifer-Jane Ferreras Ickes

[J Jennifer-jane Ferreras Ickes (Legal Name)

[ Delete Common Names ] [ Change Preferred Name ]

Available Names (check to add name)
[] Ferreras Ickes
[] Ferreras Jennifer-jane Ickes
[] Ferreras J Ickes
[] Jennifer-jane Ickes
[J JFickes

[] Jennifer-jane Ferreras Ickes

Add to Common Names

Request a New Common Name

COMMON

. NAMES
Displayed is the COMMON NAMES tab. Check the box next the common name(s)

Delete Common Names

and click the Delete Common Names[ ]button to delete a common

name that is associated with NASA Enterprise Directory (NED).

To change the Preferred Common Name that is listed; check the box next to the desired name and

Change Preferred Name | button.

click the Change Preferred Name[

To Add a Common Name to the Common Names list click the desired name and click the Add to

Common Names [ Add to Common Names ] button.
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User Self Service
End User Procedure

To Request a New Common Name fill in the blank and click the Request New Common

Request New Common Name

Name[ ] button.

The Postmaster or designee will have to approve the New Common Name request before it
will be displayed.

IdMAX - Modify Directory Names and E-mail Addresses-E-mail

£ IdMAX - Identity and Access Management Tools - Windows Internet Explorer

@\ ) v | €] https:/fidmaxtest.nde.nasa.gov/idm/user pworkitemedit. jsp v ﬂ‘ 4| X | cdié
File Edit View Favorites Tools Help

A Y : - »
¢ € | @ 1dMAX - Identity and Access Management To... i B o= ~ |::bPage v {F Tools v

I I L4 I I I J—r I

Modify Directory Names and E-mail Addresses

Complete the Common Names, E-mail, Display Name and Personal Information.

COMMON
NAMES

PERSONAL
INFORMATION

NOMAD
EMAL | DISPLAY
NAME

Primary E-mail Address (can only be changed to @nasa.gov values)

jennifer-jane fickes@nasa.gov

Alternate E-mail Addresses (maximum of eight (primary, alternate and pending) e-mails allowed)
These are the current e-mail addresses associated with your account in NASA Enterprise Directory (NED),
the online phone and information directory (Check to select/change your primary e-mail address)

[ Delete Atternate E-mail ][ Change Primary E-mail |

Available E-mail Add (check to add e-mail address)

Selections are removed when current e-mail addresses have reached the maximum

[ ferreras.ickes@nasa.gov

[] ferreras jennifer-jane.ickes@nasa.gov
[ ferreras jickes@nasa.gov

[] jennifer-jane.ickes@nasa.gov

[ ifickes@nasa.gov

[] jennifer-jane ferreras.ickes@nasa.gov

[ jennifer-jane ferrera: gov

Add to Alternate E-mails

Request New E-mail Address

[ Request New E-mail Address ]

Format=xxxx@nasa.gov
For Example: Johnny.Doe@nasa.gov
Please note: All requests for new e-mail add will be revi d prior to app

Return to Main Menu

Web Site Owner: Sharon Ing
Curator: IdMAX Project Team v

6.

EMAIL

Click the EMAIL | tab to view / update the identities E-mail address. Check the box next
the alternate E-mail Addresses and click the Delete Alternate E-mail

[ Delete Alternate E-mail ] button to delete an alternate E-mail that is displayed in NED.
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User Self Service
End User Procedure

To change the Primary E-mail Address that is listed; check the box next to the desired name and

click the Change Primary E-maiI[ Change Primary E-mail ] button.

To Add an Alternate Email to the Available E-mail list click the desired name and click the Add to

Alternate E-mails [ Add to Alternate E-mails ] button.

To Request a New E-mail Address fill in the blank and click the Request New E-mail Address
[  RequestNew E-mail Address ) button.

The Postmaster or designee will have to approve the New E-mail request before it will be
displayed.

IdMAX - Modify Directory Names and E-mail Addresses-NOMAD Display Name

£ IdMAX - Identity and Access Management Tools - Windows Internet Explorer

@@v £ https: /fidmaxtest.ndc.nasa.gov/idm/user fworkItemedit. jsp v & | 4] x R

: File Edit View Favorites Tools Help

¢ & | @ 1dvAX - Identity and Access Management To... ] o~ @ - [rPage v Gk Took v

Logged in as: Jennifer-jane F. Ickes

NAsA  IdMAX: Identity and Access Management Tools

[“Cosour | wanwew | ee |

Sun™ Microsystems, Inc,

| Home | identity | Credent | Access Self Service | Support | Administration

Modify Directory Names and E-mail Addresses

Complete the Common Names, E-mail, Display Name and Personal Information.

common | L | DO persona
NAMES SPLAY | inForuaTION

Current Display Name
This is the display name that currently appears in the NOMAD Global Address List (GAL).
Ickes, Jennifer-Jane F. (MSFC-ISB0)UNITeS]

Available Display Names (select one to replace display name)

O Ickes, Ferreras (MSFC-1S60)[3629]

O Ickes, Ferreras J (MSFC-1S60)[3629]

O Ickes, Ferreras Jennifer-jane (MSFC-1S60)[3629]
O Ickes, Jennifer-jane (MSFC-1S60)[3629]

O Ickes, J F (MSFC-1S60)[3629]

O Ickes, Jennifer-jane Ferreras (MSFC-1S60)[3629]
O Ickes, Jennifer-Jane F (MSFC-1S60)[3629]

O Ickes, Jennifer-Jane Ferreras (MSFC-1S60)[3629]

Replace Display Name

Request New Display Name

[ Request New Display Name ]

Format=Lastlame, Name {Nickname}
For Example: Doe, John {Jay}

Please note: All requests for new display names will be reviewed prior to approval.
When approved, it will then become your new display name.

Return to Main Menu
v
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User Self Service
End User Procedure

7. NOMAD
DISPLAY
Click the NOMAD DISPLAY NAME NAME | tab view / update the identities NOMAD Display
Name.

To change the Current Display Name; Click the radio button next to the desired display name and

Replace Display Name

click the Replace Display Name[ ] button.

To Request a New Display Name fill in the blank and click the Request New Display Name

[ Request New Display Name J button

The Postmaster or designee will have to approve the New Display Name request before it will
be displayed. When approved it will become your new display name.
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User Self Service
End User Procedure

IdMAX - Modify Directory Names and E-mail Addresses-Personal Information

£ IdMAX - Identity and Access Management Tools - Windows Internet Explorer Q@

@@v £ https: /fidmaxtest.ndc.nasa.gov/idm/user fworkItemedit. jsp v 5 5| X P~

w & | @ 1dmaX - Identity and Access Management To... ] - f v |:2PPage v & Toolks v ?

Logged in as: Emmi Yonekura
NAsA  IdMAX: Identity and Access Management Tools

[“Cosour | wanwew | ee |

Sun™ Microsystems, Inc.

T —— — e —

Modify Directory Names and E-mail Addresses

Complete the Common Names, E-mail, Display Name and Personal Information.

common | .| MO | personaL
NAMES ISPLAY | INFORMATION

Residential Information

This is your current address on file, please update as necessary.

ial Street [507 West 113th Street, #63
Residential City New York
Residential State [ NEW YORK v

Residential Zip Code W

Residential County W
Residential Phone [s55 ].[ss5 |.[s555 |
PersonalCeliPhone | | [ || ]
Text Enabled? [ves v]

Personal E-mail Address | il.com

Update Address

Return to Main Menu

Web Site Owner: Sharon Ing
Curator: |dMAX Project Team
ndmsidmtest04a

PERSONAL

INFORMATION
Click the PERSONAL INFORMATION | tab to update the identities Personal

Residential Information. View / Update the Residential Street, Residential City, Residential State,
Residential Zip Code, Residential County, Residential Phone, Personal Cell Phone, Personal E-mail

Address. Click the Update Address[ Update Address ] to save the changes that have been
made to the Personal Information tab.

Click the Return to Main Menu Return to Main Menu button
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IdMAX - User Self Service- Search User

= IdMAX - Identity and Access Management Tools - Windows Internet Explorer Q@

ngv £ https: /fidmaxtest.ndc.nasa.gov/idm/user /dashboard/userSelfService. jsp v Q 5| X P~

w o ‘@I\MAX-Identltyaﬂd Access Management To... ‘7] - @ - [rPage v {iTools v

Logged in as: Emmi Yonekura

NAsA  IdMAX: Identity and Access Management Tools

| Locour | manwmeny | HeLe |

Sun™ Microsystems, Inc.

oo | e | e s | o]

& User Self-Service

User Self-Service
Change Your Password

Modify Directory Names and E-mail Addresses

Search for User

Update Answers to Authentication Questions

Update - Emergency Notification Information

Web Site Owner: Sharon Ing
Curator: Project Team
ndmsidmtest04a

10. Click the Search for User Search for User link to access the NASA Enterprise Directory (NED)
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IdMAX - User Self-Service-Update Answers to Authentication Questions

= IdMAX - Identity and Access Management Tools - Windows Internet Explorer Q@

ngv £ https: /fidmaxtest.ndc.nasa.gov/idm/user /dashboard/userSelfService. jsp v Q 5| X P~

w o ‘@I\MAX-Identltyaﬂd Access Management To... ‘7] - @ - [rPage v {iTools v

Logged in as: Emmi Yonekura

NAsA  IdMAX: Identity and Access Management Tools

| Locour | manwmeny | HeLe |

Sun™ Microsystems, Inc.

oo | e | e s | o]

& User Self-Service

User Self-Service
Change Your Password

Modify Directory Names and E-mail Addresses

Search for User

Update Answers to Authentication Questions

Update - Emergency Notification Information

Web Site O Sharon Ing
Curator: oject Team
ndmsidmtest04a

11. Click the Update Answers to Authentication
Questions Update Answers to Authentication Questions. link the access Launchpad.

Access Launchpad
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Access Launchpad - Windows Internet Explorer ’. G
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IdMAX - User Self-Service-Update- Emergency Notification Information

= IdMAX - Identity and Access Management Tools - Windows Internet Explorer Q@

G@' £ https: /fidmaxtest.ndc.nasa.gov/idm/user /dashboard/userSelfService. jsp v & | 4] x P~

w o ‘@I\MAX-Identltyaﬂd Access Management To... ‘7] - @ - [rPage v {iTools v

Logged in as: Emmi Yonekura

NAsA  IdMAX: Identity and Access Management Tools

| Locour | manwmeny | HeLe |

Sun™ Microsystems, Inc.

oo | e | e s | o]

& User Self-Service

User Self-Service
Change Your Password

Modify Directory Names and E-mail Addresses

Search for User

Update Answers to Authentication Questions

Update - Emergency Notification Information

Web Site O Sharon Ing
Curator: oject Team
ndmsidmtest04a

12. Click the Update - Emergency Notification

Information Update - Emergency Notification Information link to update the identities personal
residential information.
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IdMAX - Personal Information

£ IdMAX - Identity and Access Management Tools - Windows Internet Explorer

@ - £ https: /fidmaxtest.ndc.nasa.gov/idm/user fworkItemEdit, jsp?id=%231D %2315F6- %3A80F30CB 1821 %3A6CE570E %3A50182B0A87 A70E 18R lang=

v & |[4x P~

w & | @ 1dmaX - Identity and Access Management To... ] - f v |:2PPage v & Toolks v ?

Logged in as: Emmi Yonekura
NAsA  IdMAX: Identity and Access Management Tools

[“Cosour | wanwew | ee |

Sun™ Microsystems, Inc.

T —— — e —

Update - Emergency Notification Information

Complete the Personal Information.

PERSONAL
INFORMATION

Residential Information
This is your current address on file, please update as necessary.

Residential Street [507 West 113th Street, #63
Residential City New York
Residential State l NEW YORK v

Residential Zip Code 10025 |
i ial County New York
Residential Phone 555 | [555 |.[5585

Personal Cell Phone .l i

Text Enabled? Yes v |

Personal E-mail Address ‘!, il.com

Update Address

Return to Main Menu

Web Site Owner: Sharon Ing
Curator: |dMAX Project Team
ndmsidmtest04a

13. PERSONAL

Click the PERSONAL INFORMATION | NFORMATION 11 4 pdate the identities Personal
Residential Information. As required, complete / review the following fields: Residential Street,
Residential City, Residential State, Residential Zip Code, Residential County, Residential Phone,

Personal Cell Phone, Personal E-mail Address. Click the Update Address[ Update Address ] to
save the changes that have been made to the Personal Information tab.

ﬂe information displayed on the PI tab will be used for the Emergency Notification System.

14. Click the Return to Main Menu |__Returnto Main Menu__ | putton to return to the IdMAX Main
Menu.
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15. Congratulations! You have completed this task.
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You have successfully made updates using the User Self-Service tool.
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